The protection of data is of at prime urgency in the medical field to boost the telemedicine applications. There is a need of robust and secure mechanism to transfer the medical images over the Internet. The proposed watermarking method is based on two popular transform domain techniques, discrete wavelet transforms (DWT) and discrete cosine transform (DCT). In the embedding process, the cover medical image is divided into two separate parts, region of interest (ROI) and non region of interest (NROI). For the identity authentication purpose, multiple watermarks in the form of image and text are embedding into ROI and NROI part of the same cover media object respectively. In order to enhance the security of the text watermark, Rivest-Shamir-Adleman (RSA) encryption technique is applied to the text watermark before embedding and the encrypted EPR data is embedded into the NROI portion of the cover medical image. The performance of the proposed method is evaluated for signal processing attacks and the desired outcome is obtained without significant degradation in extracted watermark and perceptual quality of the watermarked image.
Introduction
With the development of advanced technologies in computer networks and communication field, the transmission of medical information among medical institutions has become more prominent nowadays 1-4. However, the technological advancements has eased the duplication, manipulation and unauthorized distribution of the medical data [5] [6] [7] , resulting in the prerequisite for protection from unauthorized access and maintaining the integrity of medical data 8 . In the telemedicine, tele-diagnosis and tele-consultancy services, medical images play a prominent role for instant diagnosis, understanding of crucial diseases as well as to avoid the misdiagnosis 9 . For intellectual achievement and confidentiality, the copyright protection and content authentication of medical data is critical, while exchanging the information over open network [10] [11] [12] [13] . The digital imaging and communication in medicine (DICOM) provides the basic mechanism to exchange the EPR data via open channel [14] [15] . However, a header attached with DICOM images may be attacked or lost, resulting in the insecure transmission [16] [17] . The confederation of digital watermarking and cryptography is the best proposal for protecting the medical data against misuse and illegal distribution [18] [19] . The digital watermarking is a substantial way for ownership proof, content protection and authentication of medical data 20 . The main challenge for a good watermarking method is robustness and security of the hidden watermark against the surviving attacks [21] [22] . Recently, higher robustness of watermarking schemes is achieved by discrete wavelet transform (DWT) [20] [21] [23] [24] [25] [26] [27] [28] [29] .
In this paper, a digital image watermarking method based on DWT and DCT is proposed. For the identity authentication purpose, multiple watermarks in the form of image and text are embedding into ROI and NROI part of the cover medical image. The DCT information of the watermark image contains low frequency information and as long as such information is not lost or lost a little, the watermarking image can be extracted well. To enhance the security of the confidential patient information, the EPR data is encrypted using public key cryptographic (RSA) techniques 30 before embedding in the cover medical image.
Proposed Method
The proposed DWT-DCT based watermarking method increases the robustness and security of the watermarks without significant degradation of cover image quality against the signal processing attacks. Figure 1 Segment the cover image into ROI and NROI parts. Apply second-level DWT on ROI and NROI of the cover image to obtain the sub-bands as LL2, LH2, HL2 and HH2. ii.
Apply third-level DWT on the watermark image and DCT transformation to LL3 sub-band of the DWT watermark image. Format the DCT transform of watermark image using modulus function to obtain watermark 'W1'. iii.
Select the electronic patient record (EPR) data file as text watermark and encrypt the watermark using public key cryptography to obtain the watermark 'W2'. iv.
Apply inverse discrete cosine transform (IDCT) and second-level inverse discrete wavelets transform (IDWT) to embed the image watermark in the ROI part of the cover image. Apply second-level inverse discrete wavelet transform (IDWT) to the embed text watermark in the NROI region. v.
Merge the embedded ROI and NROI parts of the medical cover image to form the final watermarked image.
Extraction Process
i. Segment the watermarked image into the ROI and NROI parts. ii.
Apply second-level DWT on NROI and third-level DWT on ROI of the cover medical image and DCT transform to the LL3 sub-band of ROI part of the cover. iii.
Extract the watermark 'W1' from the ROI part and encrypted text watermark 'W2'from NROI of the cover image respectively. iv.
Decrypt the watermark 'W2' using the public key cryptography to obtain EPR data. les is nd Q ource n also perform well with large prime numbers. The encryption and decryption time depends on the size of the EPR data file. 
Conclusion
In this paper, the proposed watermarking method based on DWT and DCT to embed multiple watermark into the cover image. For the identity authentication purpose, the method is used multiple watermarking in the form of text and image. The medical image is taken as cover image, the more robust and confidential EPR data is embedded into NROI region and less robust logo image is embedded to the ROI region of the cover image.In addition, the EPR data is encrypted by using the RSA method before embedding into the cover. From the simulated results, it is verified that the proposed algorithm is robust against the various signal processing attacks and also have good imperceptibility indicating the high quality of the watermarked image. This may provide a potential solution to existing telemedicine security problem of patient identity embezzlement.
